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Automation of Network Troubleshooting based on Knowledge
Base
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T Graduate School of Engineering, Nagoya University
Increasing of network size and complexity makes th network troubleshooting more difficult.
This research aims to develop a system to automatically estimate the cause of network

problems. In this research, we describe network and cause of the trouble by knowledge base.
We estimate the cause of the trouble by two-step inference based on the knowledge base.
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Vlan_id) :-
now_config_tag(Port2),
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AT
J
S rule3 DIRFE )\

cannot_share_vlan_to_port_port(Port1,
Port2, Vlan_id) :-
now_config_untag(Port1),
now_config_tag(Port2),
my_trouble_assert(trouble_cause_unmatched |

vlan_mode_to_port_port(Port1, Port2)).

N
-

rule4

IF Switchl & Switch2 Di/71Z Vlan_id 2%
FERIhTvuizn
THEN Switchl & Switch2 Tl%, Vlan.id ®
TR—FX¥ X+ RFXA v aHR
AR

\

J
— rule4 DGE —

exec_trouble_rank :-

fail_info_cannot_share_vlan_to_switches(-,-),
trouble_cause_not_config_vlan_id_to_switch
(Switch,Vlan_id),my_trouble_rank_assert(l,
trouble_cause_not_config_vlan_id_to_switch
(Switch, Vlan_id)).

J
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e ruled ™~ T rule? DREE S

IF Portl & Port2 287 72 AR — FLT cannot_share_vlan_port_port(Port1,Port2,
BRI TE D, Vianid BEH 5510 Vlan_id) :- now_config_untag(Port1),
FRINTwin not(now_config_untag(Port2)),not(now_config_

THEN Portl & Port2 Ti%, Vlan.id ® tag(Port2)),my_trouble_assert(trouble_cause

TR—FX ¥ A XL v2gHK unmatched_port_mode_vlan_and_no_vlan
A (Port1,Port2)).

N J N J
— ruleb DRGE ) s rule8 ™
cannot_share_vlan_port_port(Port1, Port2, IF Portl & Port2 25 /5 Vlan €— FiZ% -

Vlan_id) :- now_config_untag(Port1), TwZaWRETERI N Tw2
now_config_untag(Port2),now_config_untag_ THEN Portl & Port2 Tl%, Vlan.id ® 7
vlan_id_to_port(Port1,Vlan_id_config), O—F¥¥ A XA v2HEHE
not(Vlan_id=Vlan_id_config), A
my_trouble_assert(trouble_cause_ — J
not_config_vlan_id_to_port(Port1,Vlan_id)). . rule8 DB Y
- J cannot_share_vlan_port_port(Port1,Port2,
e rule6 ™ Vlan_id) :-

IF Portl & Port2 8 F 7 v 7 R —F & not(now_config_untag(Port2)),not(now_confif_
Vlan € — FiZ 72 > TR WIREETHEHE S tag(Port2)),not(now_config_untag(Port1)),
nTwns not(now_config_tag(Port1)),my_trouble_asseyt

THEN Portl & Port2 TiE, Vlan.id O (trouble_cause_no_vlan_config_mode_

7a—F¥ v 2 M X4 U2LHTR to_both_port_port(Port1,Port2)).
s N )
N J

— rule6 DLEE 0\

cannot_share_vlan_port_port(Port1,Port2,
Vlan_id) :- now_config_tag(Port1),
not(now_config_untag(Port2)),
not(now_config_tag(Port2)),
my_trouble_assert(trouble_cause_unmatched |
port_mode_vlan_and_no_vlan(Port1,Port2)).

N

e rule? N
IF Portl & Port2 8 b7 v 7 R —1+ &

Vlan &— FiZ 7> T2 WIREE TR X
nTtws
THEN Portl & Port2 Tl¥, Vlanid &7
2—F*X ¥R+ FXA 2 aHE
72\
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