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It was difficult for a smart space to collaborate with devices and services in heteroginious
smart spaces developed by other organizations. In this paper, we propose a collaboration
framework for heteroginious smart spaces. To make our framework simple and wide-use,
functions of devices and services in the smart space are published as a web service based on
REST. Moreover, for scalability for the number of guest users and fine authority management,
we propose a ticket authorization scheme, which is an access authorization method without
user authentication. In this scheme, the system determine access authority by ticket data
with digital signature submitted by a user. If you use our proposed framework, you can make
collaboration between heteroginious smart spaces more simple, wide-use, secure and scalable.
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<?xml version="1,0" encoding="UTF-8” standalone="yes"?>
<PowerSwitchState xmlIns="http://scoop. cogma. org/app/V1”>
on</PowerSwitchState>
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Fig.3 Example XML data for the REST server, which

represents that a power switch is turning on
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<?xml version="1,0" encoding="utf-8” standalone="yes"?>
<application xmins="http://research. sun. con/wad|/2006/10”
xmlIns:app="http://scoop. cogma. org/app/V1">
<{grammars>
<include href="schema/scoop_app. xsd” />
</grammars>

K= YY—R(H—ER)D—E >
<resources base="https://192.168.207.135:443/">
<resource path="cogma_room”>
<doc title="cogma room”>a smart room named ’cogma room’ </doc>
<resource path="lights"”>
<resource type="fPowerSwitchResource” path="Light1”)>
<doc title="Light1”>a cogma light service named ’Light1’</doc>
</resource>
<resource type="f{PowerSwitchResource” path="Light2")>
<doc title="Light2">a cogma light service named ’Light2’ </doc>
</resource>
</resource>
</resource>
</resources>

KL= NY—R/TZ1 97— (AHAOKRX) >
<representation mediaType="application/xml” id="PowerSwitchState”
element="app:PowerSwitchState” />
<resource_type id="PowerSwitchResource”>
<method name="GET”>
<doc>get current power switch state</doc>
<response>
<representation href="fPowerSwitchState” />
</response>
</method>
<method name="PUT”>
<doc>change power switch state</doc>
<request>
<representation href="#PowerSwitchState” />
<{/request>
{response>
<representation href="#PowerSwitchState” />
</response>
</method>
</resource_type>
</application)

04 000000000 WADLOOODO
Fig.4 Example WADL data representing service lists

<?xml version="1.0" encoding="utf-8"?7>

<xsd:schema xmIns:xsd="http://www.w3.0rg/2001/XMLSchema”
targetNamespace="http://scoop. cogma. org/app/V1”
xmIns="http://scoop. cogma. org/app/V1” elementFormDefault="qualified”>

<I-- BRRA v FOON/OFF 2R T LR —->
<xsd:simpleType name="PowerSwitchStateType”>
<xsd:restriction base="xsd:string”>
<xsd:enumeration value="on">
<xsd:annotation>
<xsd:documentation>turning on</xsd:documentation>
</xsd:annotation>
</xsd:enumeration>
<xsd:enumeration value="off”>
<xsd:annotation>
<xsd:documentation>turning off</xsd:documentation>
</xsd:annotation>
</xsd:enumeration>
</xsd:restriction>
</xsd:simpleType>

<xsd:element name="PowerSwitchState” type="PowerSwitchStateType” />

</xsd:schema>

05 XML Schema OOOOOOREST OOOO0OOOOO
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Fig.5 Example XML Schema data linked from WADL

data in Fig.4



<?xml version="1,0" encoding="utf-8"?>
<ticket xmlns="http://scoop. cogma.org/ticket/V1”’>
<body>
<realm>cogma room, cogma, org</realm>
<authority>
<deny path="/cogma room/lights/Light2”
methods="PUT” />
<allow path="/cogma room/lights/*"
methods="GET, PUT” />
</authority>
<ticket-id>1001</ticket-id>
<expire-date>2008-05-17T00:00:00+09:00</expire-date>
</body>
<body-digest>2935259b7dbde995ad12b98b2d6c9831ba07b8fh
</body-digest)>
</ticket>

06 000OO0O0OOOOOOOOOOOOO
Fig.6 Ticket with degital signature

PUT /cogma room/lights/Light1 HTTP/1.1

Host: 192.168.207.135:443

Content-Type: application/xml

Authorization: ScoopTicket PD94bWwgdmVyc2IvbjOiMS4w!iBIbm
NvZGluZz0iVVRGLTgiPz48dG! ja2V0cyB4bWxucz0iaHROcDovL3Njb29
wLmNvZ21hLm9yZy90aWNrZXQvVEiPjx0aWNrZXQ+PGJvZHK+PHJ I YWxt
PmNvZ21hX3Jvb20uY29nbWEub3JnPCIyZWF shT48YXV0aGIyaXR5P j xkZ
W551HBhdGg91i9jb2dtYVIyb29tL2xpZ2h0cyOMaWdodD i 1G11dGhvZH
M9 1BVVCIvPjxhbGxvdyBwYXRoPS1vY29nbWF fcm9vbhS9saWdodHMvKii |
gbWV0aG9kcz0iROVULFBVVCIvP jwvYXV0aG9yaXR5P jx0aWNrZXQtaWQ+
MTAWMTwvdG | ja2VOLWIkP jx | eHBpcmUtZGFOZT4yMDA4ALTATLTE3VDAWO
jAw0 jAwKzA50 jAwPC9 | eHBpcmUtZGF0ZT48L2JvZHk+PGJvZHktZG I nZX
NOPj 15MzUyNT | iN2Ri ZGU50TVhZDEyY jk4Y j JKNmM50DMxYmEWN2 | 4Zm
8L2JvZHktZGInZXNOP jwvdG I ja2VOPjwvdGl ja2V0cz4=

<?xml version="1,0" encoding="UTF-8" standalone="yes”?>
<PowerSwitchState xmlns="http://scoop.cogma.org/app/V1”>
on</PowerSwitchState>
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Fig.7 Example HTTP request with ticket authrization
(summary)
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