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Protecting Mobile Agents using Tamper Resistant Hardware
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Recently, it is getting possble to make communication with computers by advancesin computer and wirel ess communi-
cation technology. However, under such environment, once a personal data has been sent to other hosts, it isimpossible
to control the redistribution of the data. In this paper, we propose a data protecting method using mobile agents. Because
mobile agent can migrate with code and state, owner can control mobile agents to perform a flexable data protection.
However, mobile agent can be tampered by malicious host. We propose a mobile agent protection system with tamper
resistant hardware. The tamper resistant hardware has public key encryption system. We solve the problem producted

by using the tamper resistant hardware.
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